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ABSTRACT 
Failure resilience is a desired feature of the Internet. Most traditional restoration architectures are designed 
assuming single failure cases, which is not adequate in present day multilayer networks. Multiple link failure 
models, such as Shared Risk Link Groups (SRLG), Shared Risk Node Groups (SRNG), and more generally 
Shared Risk Resource Groups (SRRG), are becoming critical in survivable network design. These shared risk 
models have been unified through the notion of colored graphs. In this paper we provide an efficient MILP 
formulation for the minimum color path problem which is related to finding a path of maximum reliability in a 
multilayer network and is thus essential issue of network survivability. 
INTRODUCTION 
Modern day networks are multilayer networks where traffic flows are routed on meshed topologies whose links 
are indeed end-to-end paths on a high bandwidth infrastructure. IP/WDM, MPLS or MPλS networks, as well as 
P2P or GRID computing overlay structures are example of such a hierarchy. 
In these settings, customers expect an uninterrupted service, even in the event of failures such as power outages, 
equipment failures, natural disasters and cable cuts. Many layer wide protection schemes have been proposed in 
the literature, as for instance for the WDM optical networks [1]. 
One method to provide survivability is through path protection schemes, in which a disjoint backup path is pre-
computed for every working path. Such protection schemes provide 100% reliability against any single link 
failure in the network layer that is considered. However, in multilayer network settings, a single failure event in 
the underlying layer may result in the failure of several links in the virtual network. For example, in a 
MPLS/WDM network, several apparently independent label switched paths (LSP) may be routed on the same 
fiber.  Even though these LSPs represent disjoint links of the MPLS virtual topology, the cut of an optical fiber 
can cause all the LSPs to fail. Such a group of links sharing a common risk factor is said to be a Shared Risk 
Link Group [2].  When the risk of failure concerns nodes instead of links the group is said to be a Shared Risk 
Node Group, and more generally the notion of Shared Risk Resource Group (SRRG) has been defined to 
encompass any kind of resources sharing a common risk of unavailability. Recently in [3,4] the SRRG notion 
has been formalized through colored graphs. 
Indeed, colored graphs model any application in which the links of a network belong to one or more SRRG. 
Each SRRG is associated to a color and each link of the network is assigned colors according to which SRRG it 
belongs. Thanks to simple graph transformations the network can then be modeled by a colored graph whose 
links are monochromatic (see [3,4] for more details). 
 
Many problems have been studied to answer survivability challenges in the SRRG context, such as the diverse 
routing problem also called the color disjoint paths problem.  It consists in finding two paths between a pair of 
nodes in the virtual network such that no single failure in the underlying layer may cause both paths to fail 
simultaneously. This problem is much more difficult than the traditional disjoint path problem of graph theory 
[4,5] and recent studies have proven its NP-completeness [6,7].  In [4], it was shown that it is NP-hard to 
approximate the maximum number of disjoint paths in the SRRG settings: that is no polynomial time algorithm 
can provide solutions which are guaranteed to be lower than the optimal number of paths multiplied by some 
factor depending on the size of the graph. 
This fosters the relevance of the different heuristic approaches studied for this problem [3,5].  One of the 
common problems that arise in restoration path computation is the existence of a trap topology [8]: if a service 
path is routed over a trap topology, then there may not exist a diverse restoration path, even though two diverse 
paths exist in the network. 
A challenge that SRRG protection schemes have to face consists in the impossibility to provide 100% reliability 
against certain multiple link failure events, depending on the SRRG configuration [3]. In these cases, an 
objective may be to find one or more paths for each connection, such that the reliability for each connection is 
maximized: it is the minimum overlapping paths problem. It consists in finding a set of paths sharing a minimum 
number of SRRG, or colors. This problem as well as the minimum cost SRRG diverse routing problem and the 
routing problem under both link capacity and path length constraints have also been shown to be NP-complete 
[6]. 
 
In this work, we are concerned with maximizing the reliability of connections against failure events in which 
multiple links may fail simultaneously. We therefore focus on the minimum color path problem and present 
efficient MILP formulations for practical cases.  
COMBINATORIAL MODEL AND ALGORITHMIC COMPLEXITY 
 
Shared Risk Resources Groups are naturally modeled by associating to each group, or risk, a color, and to each 
edge, or resource, the colors representing the risks affecting it [3,4]. According to the general case of Shared 
Risk Resource Groups, an edge may belong to several colors, modeling the fact that a resource may face 
different and independent risks. However, using straightforward graph transformations, one can assume without 
loss of generality that edges are monochromatic. In other words, the colors partition the edge set.   
A colored graph is henceforth a triplet G= (V,E,C) where (V,E) is an undirected graph and C is a partition of E.  
A weighted colored graph is a colored graph such that each color c∈C has a weight w(c) ≥ 0.  The span of a 
color is the number of connected components of the subgraph induced by the edges of this color. 
 
Using this combinatorial framework, several network survivability issues have been studied. Table 1 
summarizes the results that are available in the literature and in [4]. These problems are well-known in classical 
graph theory, i.e. when considering single failure cases. One can immediately note that the complexity and 
approximability properties of these problems change dramatically. The core difficulty of these problems can be 
explained by the fact that the structure of the colors overcomes the topology of the graph. More precisely, this 
implies a strong proximity to Min Set Cover (MSC) problem [4]. Indeed, most of these problems can be reduced 
to MSC, and the Min Color Spanning Tree problem is exactly equivalent to MSC.  
Consequently, the structure of the colors has a strong influence on the complexity: most of the easy cases where 
polynomial exact or approximated algorithms exist are induced by colors of span 1 or bounded by a given 
constant k. As a matter of fact, in the case of colors of span 1, since each color is a single connected component, 
the topology of the graph can be exploited again. 
 
 
Min Color... Path 2-Disjoint Paths st-Cut Cut Spanning Tree 
Complexity NP-Hard [3] NP-Hard [3] NP-Hard ? NP-Hard 
Inapprox. ( )nδ−1log2  ? ( )nδ−1log2  ? O(log n) General 
Approx. ? ? ? ? O(log n) 
Complexity NP-Hard ? NP-Hard ? NP-Hard 
Inapprox. εk>ε 0,∃  ? εk>ε 0,∃  ? O(log n) Span k 
Approx. k ? k ? O(log n) 
Complexity NP-Hard 
Inapprox. O(log n) Span 1 
Approx. 
P [9] P P P 
O(log n) 
Bounded degree -- -- P P -- 
Table 1: Complexity and approximability properties of colored problems. 
 COPING WITH MINIMUM COLOR PATH 
According to Table 1, the Min Color Path problem is NP-complete in the general case. Consequently several 
heuristic algorithms have been proposed in the literature [1,3,4,7,9]. Indeed, despite the theoretical complexity 
of the problem, algorithms computing good color paths are still needed. 
In this section, we focus on MILP formulations of the problem where the number of binary variables is kept as 
low as possible, so that optimal or near optimal solutions can be computed efficiently. 
General MILP formulation 
In the general case, one can write the Min Color Path problem as the following flow linear problem with binary 
variables allowing for keeping track of the colors that are used.  This formulation uses |C| binary variables that 
cannot be relaxed. On the other hand, the flow variables can be fractional since the solution is a single path. 
 
Flow variables ( ) ( ) ( )uv,f=vu,fE,vu, −∈∀  
Capacity constraints ( ) 11 ≤≤− vu,f  
Flow conservation ( ) tifs,if=vu,fu, 110, −∀ ∑  
Binary variables ( ) ( )| | cXvu,fc,vu,C,c ≤∈∀∈∀  
Objective Minimize ∑ cX  
Reducing the number of binary variables 
The computation time for solving such mathematical optimization problem strongly depends on the number of 
binary variables it contains. In the previous MILP, the binary variables are used at two distinct level. On the one 
hand, they correlate the different connected components of a color. On the other hand, they correlate the edges 
of each connected component. The component-wise level is at the heart of colored graphs while the edge-wise 
level can be taken into account with classical graph algorithms. Indeed, the core of Min Color Path problem is to 
find the minimum set of colors which contains a path.  
In the following, we present a sophisticated approach combining a MILP optimization and algorithmic graph 
transformations allowing for a significant gain on efficiency. Indeed, we decompose the problem in two stages. 
First, an optimization process focuses on finding the minimum set of colors containing a s-t path. The actual 
path is computed afterward with a classical shortest path algorithm.  
In order to get an efficient MILP formulation with as few binary variables as possible, a transformation of the 
graph is done as illustrated in Figure 1.  
 
The main idea consists in collapsing each component of a color into a single vertex connected to the vertices 
related to adjacent component of colors. In this graph, a color of span 1 is collapsed into a single vertex (e.g. 
color 1), while a color of span k is transformed into k separate vertices (e.g. color 3). If all colors had span 1, the 
minimum set of colors containing a s-t path would be collapsed into a shortest path. This confirms that the MCP 
problem is polynomial in this case. In particular, the problem can still be written as a flow problem, but there is 
no need for binary variables since each color is a single vertex. When some colors have span more than 1, binary 
variables are needed again, to correlate the vertices related to the different connected components of a color. 
 
 
Fig 1: A colored graph and the collapsed graph of the color components. 
Consequently, the following MILP finds the minimum number of colors containing a s-t path with only a binary 
variable per color of span more than 1. As an illustration, only one binary variable is required for solving the 
example of Figure 1, against 4 with the first formulation. This formulation is hence solved efficiently when the 
number of such colors is low. This fortunately seems to be the case in practical instances [1,7].  
 
This also proves that the Minimum Color Path problem is polynomial when the number of colors of span more 
than 1 is bounded by a given constant k.  
 
Flow variables ( ) ( ) ( )uv,f=vu,fE,vu, −∈∀  
Capacity constraints ( ) 11 ≤≤− vu,f  
Flow conservation ( ) tifs,if=vu,fu, 110, −∀ ∑  
( ) ( )| | ccc Xv,uf,uΓvC,c ≤∈∀∈∀  Color variables 
[ ] { } otherwisespanifX c 0,11,0,1∈  
Objective Minimize∑ cX  
CONCLUSION 
In this paper, we have investigated combinatorial problems yielded by network survivability issues in multilayer 
networks facing Shared Risk Resource Group failures. This work has been realized in the “colored graphs” 
theoretical framework. We have proposed a sophisticated optimization process for the Minimum Color Path 
problem which combines an algorithmic graph transformation and an efficient MILP formulation taking into 
account the span of the colors. This formulation uses a reduced number of binary variables, which proves that 
instances with a bounded number of colors of span larger that 1 can be solved in polynomial time.  
 
Network survivability issues give rise to many other combinatorial problems that can be modeled through SRRG 
and colored graphs. Most of these problems have been proved NP-hard and hard to approximate in the literature. 
Therefore, finding efficient algorithms for computing optimal or near optimal solutions is a challenging line of 
research. Conducting thorough analysis of the underlying optimization problems may allow for isolating the 
heart of the difficulties and designing efficient MILP formulation. In particular, the approach that has been 
followed in this paper should give promising results on the Color Disjoint Path and Minimum Overlapping Paths 
problems which are fundamental issues for network survivability. 
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